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Autonomous Operation

Wherever Your Data Lives

Comprehensive Security
Identify and remediate at-risk business-
critical documents across your organization 
for complete protection of sensitive data

Eliminate complex rules, policies, and upfront
configuration with deep learning designed to
identify business-critical documents

Discover, monitor and remediate risks to sensitive data

Semantic Intelligence™ Solution

SaaS solution connects to your data on-
premises, in the cloud, or embedded in cloud
services

Find business-critical documents

Complete understanding and semantic mapping for 

sensitive data

Provide a risk-based view into all enterprise data 

Secure SaaS solution, API based, no agents

Meet FINRA, GDPR, CCPA compliance mandates 

No rules, no regex, no complex policies to maintain

Introduction

Concentric’s Semantic Intelligence solution mitigates risk in 
sensitive data by autonomously identifying business-critical 
documents that are inappropriately shared or incorrectly 
classified. We isolate the highest risk documents out of the 
millions of contracts, source code files, personnel documents, 
and strategic plans in your organization. Semantic Intelligence 
uses deep learning to eliminate the need for rules or complex 
policies and it works on all your data, whether stored online, in a 
cloud service, or located on-premises.

Highlights



How It Works

“Concentric is an essential part of Cadence’s
data security portfolio. We use it to identify all

our business-critical data – product
documentation, finance reports, contracts etc.

Concentric gives us a critical layer of data
security intelligence on top of the data
protection solutions we already use."

Sreeni Kancharla, 
CISO 

Cadence Design Systems

Concentric Semantic Intelligence™ uses natural
language processing techniques to build a thematic,
category-based understanding of all your documents.
Automatic document classification identifies business
criticality without rules, end-user input, or staff
overhead. Once classified, we compare security factors
(such as sharing permissions, file location, or group
membership) to peer files to accurately assess risk and
give security professionals actionable remediation
options. By focusing only on documents that are both at-
risk and business critical, we dramatically reduce false
positives – a critical success factor when working with
millions of files.
 
Concentric is a secure SaaS solution with API
connections for data intake (cloud storage, internal file
servers, and cloud applications) and downstream
integration with other security solutions your
organization may already have in place (DLP, MIP, and
others).

Automatic Classification

Features

Concentric Semantic Intelligence™ uses sophisticated
deep-learning capabilities to autonomously cluster
documents into over 30 business-critical categories.
These categories reveal the intellectual property
(source code files, design documents), financial
(bookings, tax), legal (contracts, NDAs), human
resources (offer letters, stock agreements), sales 

(proposals, quotes), and partner (M&A, partner 
agreements) information hidden in your data. We 
develop these insights without rules, regular 
expressions, user input, or IT staff overhead.

Accurate, Comprehensive Risk Assessment

Concentric Semantic Intelligence™ identifies at-risk 
data by comparing each file’s security-relevant 
metadata to other documents in its cluster. We review 
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sharing settings, group membership, regulated content
(e.g. personally-identifiable information), file location,
and other factors to develop a highly accurate risk
assessment. Unlike other alternatives, our peer-based
method delivers relevant and comprehensive results
with few false positives.

Use Cases

About Concentric

Venture funded by top Silicon Valley VCs
A secure SaaS solution, API driven
Easily plugs into enterprise data stores; both on-
premises and cloud data stores.

4340 Stevens Creek Blvd., Suite 112
San Jose, CA 95129 
Tel: +1 (408) 816 7068
Email: contact_us@concentric.ai
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Broad Connectivity

Concentric Semantic Intelligence™ offers API 
connectivity to securely scan data wherever it’s 
stored: on-premises, in cloud-based storage 
solutions, or in cloud applications, with support for 
Office365, OneDrive, SharePoint Online, Google 
Drive, Box, Dropbox, Amazon S3, Windows file 
shares, and more. Continuous autonomous 
monitoring ensures your data is constantly protected 
and compliant.

Remediation Options

Concentric Semantic Intelligence™ remediates risk by
leveraging security management mechanisms already
in use at most organizations, allowing you to choose
the remediation options that best fit your
organization’s needs. Our solution can automatically
classify documents, change entitlements, or adjust
access controls based on risk. Data loss prevention
(DLP) products or document metadata management
approaches like Microsoft Information Protection
(MIP) provide far more effective protection as a
result.

Data Categorization, 
Classification and Risk 
Remediation
Comprehensive autonomous 
Security for sensitive data 
wherever it is stored

Cloud Migration

Information Barriers

Ease data review and ensure 
a secure and cost-optimized 

transition to the cloud

Control Information Flows
between departments to
meet SEC or ethical business
requirements

GDPR and CCPA

Meet difficult right-to-be -
forgotten and right-to-know

mandates

Concentric
Semantic 

Intelligence™


